CAREERS THROUGH MATHS: CYBERSECURITY ANALYST

JOB DESCRIPTION

As a Cybersecurity Analyst, you are the digital guardian of an organisation’s most
valuable assets—its data, systems, and networks. Your primary mission is to protect
these assets from an ever-evolving landscape of cyber threats, ranging from phishing
scams targeting employees to sophisticated ransomware attacks on national
infrastructure. On a typical day, you might monitor network traffic for anomalies,
investigate a security breach, or develop new protocols to fortify defences. The work
is dynamic and reactive, but it is underpinned by a deeply analytical and proactive
mindset, where you are constantly asking "what if?" and "how could this fail?".

Your work environment is typically a modern office, often within a dedicated Security
Operations Centre (SOC), where you work alongside IT teams, software developers,
and senior management. You might be employed by a dedicated cybersecurity firm
like Darktrace or BAE Systems Applied Intelligence, a major bank like Barclays or
HSBC, a government body such as GCHQ or the National Cyber Security Centre
(NCSC), or a retail giant like Tesco. Regardless of the sector, your daily
responsibilities involve conducting risk assessments, implementing security
measures, and responding to incidents. This could involve configuring firewalls,
analysing malware code, or educating staff on security best practices. When a breach
does occur, you are the first responder, working to contain the damage, eradicate the
threat, and recover affected systems.

Mathematics is not just a supporting tool in this role; it is the very foundation upon
which modern cybersecurity is built. Every time you encrypt a file, you are relying on
the complexities of number theory. When you analyse network traffic for suspicious
patterns, you are applying statistical methods to identify outliers. The ability to think
logically, understand algorithms, and quantify risk is what separates a good analyst
from a great one. For example, when assessing the strength of a password policy, you
are calculating the number of possible combinations. When prioritising
vulnerabilities, you are using mathematical models to weigh the likelihood and
impact of an attack.

In the UK, this role is increasingly vital across all sectors. From protecting the
personal data of millions of NHS patients to securing the financial transactions of the
City of London, the work of a Cybersecurity Analyst has a direct and profound impact
on the safety and prosperity of the nation. The role is intellectually demanding,
constantly changing, and offers a clear pathway into senior technical and leadership
positions. For a student with a strong mathematical background and a curiosity for



problem-solving, it offers a challenging and highly rewarding career at the cutting
edge of technology. You will not just be fixing problems; you will be anticipating
them, designing robust systems, and building the digital trust that underpins modern
UK society.

HOW MATHEMATICS IS USED

Cryptography and Number Theory: Cryptography is the art of secure
communication, and it is fundamentally built on number theory. As an analyst, you
will need to understand how encryption algorithms like RSA work to assess their
strength and implement them correctly. RSA relies on the immense difficulty of
factoring the product of two very large prime numbers. A key length of 2048 bits, for
example, is currently considered secure because factoring a number of that size
would take the world's most powerful supercomputers longer than the age of the
universe. You would use modular arithmetic to understand the encryption and
decryption processes, and you might perform calculations to estimate the time
required to crack a key using various attack methods, helping your organisation
choose the right key length for its data sensitivity.

Boolean Algebra and Logic: Underneath all computer systems is Boolean algebra,
where values are reduced to 'True’ or False' (1 or 0). In cybersecurity, this logic is
used to construct access control lists, design firewall rules, and write the conditions
for Intrusion Detection Systems (IDS). For example, you might create a rule for a
firewall that states: 'IF (source IP is NOT from trusted internal network) AND
(destination port is 22) THEN (BLOCK)'. Understanding how to simplify complex
Boolean expressions is crucial for ensuring security policies are both effective and
efficient, with no unintended gaps. When writing a search query to hunt for specific
malware in a network log, you are effectively using Boolean operators to filter and
pinpoint the exact data you need.

Probability and Statistics: This is arguably the most critical area for a day-to-day
analyst. Cybersecurity is a game of probabilities, and you must be able to quantify
risk and identify anomalies. For instance, you might use statistical methods to
establish a baseline of "normal" network traffic. If the average number of login
attempts from a single IP address is 5 per day, then an alert could be triggered when
the probability of seeing 500 attempts is astronomically low. In the UK's financial
sector, analysts use statistical models to detect fraudulent credit card transactions by
identifying outliers from a user's typical spending patterns. You will also use Bayes'
Theorem to update the probability of an attack being underway as new evidence
emerges, helping to prioritise responses.



Set Theory and Graph Theory: Set theory is fundamental to database queries, data
classification, and malware detection. When analysing a piece of code, you might
define the set of "known malicious functions" and compare it to the set of "functions in
the suspect file". The intersection of these sets indicates a match. Graph theory is
used to model network topologies and attack paths. To defend against lateral
movement (where an attacker moves from one computer to another), you can map
the network as a graph, with computers as nodes and connections as edges. By
applying algorithms to find the shortest or most critical paths, you can identify the
most likely route an attacker will take and prioritise hardening those specific
connections, a practice known as attack path analysis.

Algorithmic Complexity and Big-O Notation: As an analyst, you must be able to
evaluate the efficiency and resilience of security tools. Understanding algorithmic
complexity (Big-O notation) helps you predict how a system will perform under load
or during a Distributed Denial of Service (DDoS) attack. For example, you might test a
new security algorithm to see how its processing time scales with input size. An
algorithm that performs well with 100 data points but becomes unusably slow with
1,000,000 points is said to have poor complexity (e.g., O(n?). In a UK context, you
would use this knowledge to ensure that the security solutions protecting a major
online retailer like ASOS can handle the massive spikes in traffic during a Black
Friday sales event without crashing or creating vulnerabilities.

KEY SKILLS & TOOLS

Skill/Tool Application

Wireshark is the industry-standard tool for capturing and

analysing network traffic. You use it to inspect data packets,
where a deep understanding of TCP/IP protocols is essential.

Network Analysis Mathematically, you analyse packet headers to identify unusual
Tools (e.qg., patterns, such as a high volume of TCP SYN requests, which
Wireshark) could indicate a SYN flood attack. In a UK SOC, you might use

Wireshark to troubleshoot a network issue for a client like a law
firm in Manchester or to dissect a malware sample's
communication with its command-and-control server.

Mathematical Python is the lingua franca of data analysis and cybersecurity
Software (e.g., scripting. You use libraries like ‘Pandas’ to manipulate and
Python with libraries analyse large datasets, such as millions of security logs. ‘NumPy"



like NumPy and
Pandas)

Vulnerability
Scanners (e.g.,
Nessus, Qualys)

SIEM Platforms (e.qg.,
Splunk, Microsoft
Sentinel)

Encryption Tools
(e.g., OpenSSL,
Hashcat)

Programming
Languages (e.g.,
Bash, PowerShell)

is used for efficient numerical computations, like calculating the
mean and standard deviation of network latency to detect
anomalies. For example, you could write a Python script to parse
a year's worth of login data from a UK government department
and apply a statistical model to identify all accounts that have
been compromised.

These tools are used to scan systems for known vulnerabilities.
They assign a numerical score, often using the Common
Vulnerability Scoring System (CVSS). Your mathematical skill is
used to interpret these scores, which are based on a complex
formula that weighs factors like attack vector, complexity, and
impact on confidentiality, integrity, and availability. You must
calculate the risk to your specific UK business context, deciding
whether to patch a high-scoring vulnerability immediately or if
mitigating controls can be temporarily put in place.

Security Information and Event Management (SIEM) tools
aggregate data from across an organisation's entire IT
infrastructure. They use correlation rules and statistical
thresholds to identify potential security incidents. You will write
queries in languages like SPL (Search Processing Language) to
interrogate this data. For instance, you might create a query to
detect a potential brute-force attack by counting the number of
failed login attempts per user, a calculation that is fundamentally
a statistical frequency analysis.

OpenSSL is used to manage keys and certificates for TLS/SSL, the
protocol that secures HTTPS connections. You use it to generate
key pairs, create Certificate Signing Requests (CSRs), and verify
certificate information. Hashcat is a password cracking tool used
to test password strength. It uses algorithms to perform a brute-
force or dictionary attack on a hashed password, and your
understanding of hash collisions and computational complexity is
key to estimating how long it would take to crack a password,
informing your organisation's password policy.

These scripting languages are essential for automating tasks and
responding to incidents. You might write a Bash script to
automatically block a malicious IP address across all firewalls in
your network. In PowerShell, you could write a script to parse the
Windows Security event logs of hundreds of UK-based servers,
searching for a specific pattern of events that indicates a



particular type of attack, saving hundreds of hours of manual
work.

Translating complex technical and mathematical findings into
clear, actionable intelligence for non-technical stakeholders is a

. vital skill. You will use tools like Tableau to create data
Communication & ] L o .
. visualisations, such as heat maps of attack origins or line graphs
Presentation Tools . o ] . .
. showing the frequency of phishing emails over time. You will
(e.g., PowerPoint,

present these findings in board-level meetings, using your
Tableau)

analysis to justify security budgets, propose new investments,
and explain the potential business impact of a cyber-attack on
UK operations.

Typical Pathway: The journey typically begins with strong GCSEs, particularly in
Mathematics (grade 6 or above) and English, followed by A-levels in Mathematics
and subjects like Computer Science, Physics, or Further Mathematics. While a degree
in Computer Science, Cyber Security, or Mathematics is a common route, it is not the
only one. Apprenticeships, such as the Cyber Security Technologist Level 4 or the
Cyber Security Degree Apprenticeship, offer an earn-while-you-learn pathway into
the industry with employers like the Civil Service or major banks. Entry-level roles
like Security Analyst or SOC Analyst are common starting points. From there, you can
progress to roles like Penetration Tester, Security Engineer, or Incident Responder.
Professional certifications are highly valued in the UK, with the NCSC-certified
degrees providing a strong foundation. Industry-recognised certifications from
bodies like (ISC)? (e.g., CISSP), CompTIA (e.g., Security+), and CREST (for
penetration testing) are often key to advancing to senior positions and command
higher salaries.

Industry Demand: The demand for Cybersecurity Analysts in the UK is exceptionally
high and is projected to continue growing. According to the UK government’s 2023
Cyber Security Skills in the UK Labour Market report, there are approximately 56,000
job postings for cyber security roles annually. This is driven by the increasing
frequency and sophistication of cyber-attacks, the growth of remote work, and the
implementation of regulations like the UK General Data Protection Regulation (GDPR)
and the Network and Information Systems (NIS) Regulations. The UK government has
identified cyber security as a top priority for national security, leading to significant
investment and a sustained demand for skilled professionals with strong analytical
and mathematical abilities.

Real-World Impact: As a Cybersecurity Analyst, your work directly protects the UK’s
critical national infrastructure, including the energy grid, transport networks, and the
NHS. By defending these systems against attackers, you help ensure that hospitals



can operate, power stays on, and the financial markets remain stable. For example,
analysts working for the NCSC play a crucial role in defending the UK from state-
sponsored cyber threats, actively working to disrupt attacks on UK parliamentary
networks and democratic processes. Your mathematical work in cryptography and
risk analysis ensures that the data of millions of UK citizens remains private and
secure, fostering trust in the digital economy and safeguarding the nation's
prosperity.
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